ST EDMUND's COLLEGE
& PREP ScHoOL

ARTIFICIAL INTELLIGENCE (Al) PUPIL POLICY
To realise — in mind, body and spirit — the full potential of every member of the St Edmund’s
Family, through Catholic values, learning, service and leadership.
Avita Pro Fide.

St Edmund’s is committed to ensuring the welfare and protection of children in its care and
this commitment is a fundamental part of the role of every person employed by St Edmund’s.

Background to the policy

Although Data Protection law does not specifically define or discuss the guidelines for Artificial
Intelligence (‘Al’), the guidance from the Information Commissioner’s Office and the UK government
defines it as using non-human systems to imitate human intelligence.

In this time of constant development and increased usage, there is a need to provide you with
an awareness of how Al will be used by the College and the guidelines for usage by pupils,
especially if being used to complete school work.

Authorised usage of Al for pupils

This policy is designed to ensure appropriate use of Al when completing schoolwork ensuring it is
consistent with government and exam board guidelines.

Al tools can only be used as set out within this policy. For examinations and coursework, Al must
only be used when the conditions of the assessment permit its use.

Al tools should only be used in limited circumstances and where expressly permitted by a staff
member. In the absence of this permission, Al tools should not be used to supplement and support

pupil works.

The College permits pupil usage of Al in the following circumstances:

(a) As a research tool
(b) Idea generation for projects
(c) For use with coursework or homework

Pupils must ensure that any information cited within schoolwork found using an Al system or
software, must be referenced in the same way any other article or quotation would be. The Joint
Council for Qualifications have confirmed that pupils must show the name of the Al source used and
should show the date the content was generated.

Examples of Al misuse include, but are not limited to, the following:
e Copying or paraphrasing sections of Al-generated content so that the work is no longer the

pupil’s own;
e Copying or paraphrasing whole responses of Al-generated content;
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e Using Al to complete parts of an assessment, coursework or essay so that the work does not
reflect the pupil’s own work, analysis, evaluation or calculations;

e Failing to acknowledge use of Al tools when they have been used as a source of information
as per JCQ regulations;

e Incomplete or poor acknowledgement of Al tools;

e Submitting work with intentionally incomplete or misleading references;

e Uploading personal data relating to pupils or their parents/guardians, College staff members
or any other living person without their express permission. This includes names, DOB,
photographs, religion, gender, political views or contact details including addresses,
telephone numbers, email addresses or internet identities such as social media accounts.

e The use of Al tools to create harmful, misleading or inappropriate content especially when
this relates to pupils or their parents/guardians, College staff members, any other individual
or the College as an organisation.

Authorised Al applications
The College allows access to the following Al applications for business purposes

e  Microsoft Co-Pilot

e Chat GPT

e Gamma

e Google Assistant/Bard/Gemini
e MagicSlides

e Natural Language processing
e Madic College Al

e EduGPT

e Almanack

e Curiopod

e Eduaid

e CourseAl

e Coursebox

e ChatPDF

e Microsoft CoPilot

The listed Al applications may be updated at any time. Should pupils wish to use another Al
application not listed, they must contact dpo@stedmundscollege.org to review permission to do so.

Guidelines for pupils on using generative Al tools and platforms

You must not use generative Al tools other than in accordance with the list above. If you wish to use
another generative Al tool, you should contact dpo@stedmundscollege.org to ask whether the Al
tool can be added to the list and/or whether you can be given authority to use it.

You must not share your access credentials or allow others to use generative Al tools on your behalf.

You must not use generative Al in any way that could be considered discriminatory or could give rise
to defamation, harassment, intimidation or bullying or in any way that could harm the reputation of
another.
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You must not use generative Al to create illegal content or for illegal purposes.
You must not use offensive, obscene or abusive language, graphics or imagery when inputting
content into generative Al and must not attempt to create content which is offensive, obscene or

abusive through your use of generative Al tools.

Unless specifically authorised to do so, you must not input into a publicly accessible generative Al

tool:

. The College's trademarks, brands, logos or any other identifying material;

. The College’s name, email or other contact details (other than where required to input your
College email address);

o Propriety College information;

. College materials or data;

. Trade secrets, confidential or valuable information;

. Usernames, passwords (other than for the Al tool itself) and security tokens; or

. Personal data, i.e., information or data from which any living individual can be identified

including personal data relating to staff members, parents, pupils and governors.
You must protect your login credentials and ensure any generative Al accounts that you hold are not
accessible to unauthorised third parties. The use of multi-factor authentication is advised (where
available) in respect of any generative Al tools and technologies used.
Personal use of generative Al
You must not use the college’s computers, networks or systems to access generative Al tools for
personal use at any time.

Authorised usage of Al for staff

For transparency, the College permits the informed and responsible use of generative Al applications
by staff in carrying out identified business activities.

Authorised Al applications must only be used by staff for the following business purposes:

(a) Drafting internal guidance, training and presentations;
(b) Lesson planning;

(c) Conducting research;

(d) Developing code;

(e) Providing summaries;

() Idea generation; or

(g) Assisting with pupil report creation.

Data Privacy

The College is yet to permit or encourage the usage of Al to process personal data, whereby enough
data that can clearly identify an individual is used but are aware of the data protection
responsibilities to be transparent of such usage and will update the policy as and when needed. A
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Data Protection Impact Assessment (DPIA) must be completed before personal data is used with Al
whereby a person can be clearly identified.

Breach of this policy

If at any time you feel a data breach has occurred in relation to data used, stored or shared with the
Al system, please refer to the Colleges Data Breach Policy and notify the Bursar so that this can be
investigated.

Related Policies

Pupils should refer to the student handbook for related policies and guidance.
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